Instructions for downloading the certificate for the Root Certificate Authority (CA).

1. Go to the following website: http://dodpki.c3pki.chamb.disa.mil/rootca.html
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Instructions for downloading the certificate for the Root Certificate Authority (CA). 3
Save the file to your local machine.

Right click on the saved file and select Open.

Expand down and click on Certificates. For each certificate listed double click on the certificate.

At the Certificate window click the Install Certificate button.

Click next in the Certificate Import Wizard. select "Place all certificates in the following store" and click Browse.
If this is a Root Certificate select "Trusted Root Certification Authorities” or if it is a Intermediate CA Certificate B
select "Intermediate Certification Authorities” and click ok. Click next and click finish.
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After reading the above instructions, click on Download Class 3 Root CA Certificate.

Then, using the same instructions, click on Download Root CA 2 Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA
Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA 2
Certificate.

Dope +/ Trusted sites | Protected Mode: Off g v RI15% ~



http://dodpki.c3pki.chamb.disa.mil/rootca.html�

2. Right-click on the link “Download Root CA 2 Certificate” (purple in the above image)
a. Click “Save Target As...” from the popup menu.

} DoD Class 3 PKI - Obtaining the Root CA Certificate - Mi

File Edit View Favorites Tools Help

QJ http://dodpki.c3pki.chamb.disa.mil/rootca.html| -

. Favorites b= 3 g\ Web Slice Gallery ¥

‘9 DoD Class 3 PKI - Obtaining the Root ... | | i-“ij B - = % ~ Page~ Safety~ Tools~¥ |ij

»

DoD Class 3 PKI
Download Root CA Certificate

Open

Open in New Tab
Open in New Window

Instructions for downloading the certificate for the Root Certifi Save Target As...
Print Target

Save the file to your local machine.

Right click on the saved file and select Open. Copy e
Expand down and click on Certificates. For each certificate list i tificate.
At the Certificate window click the Install Certificate button. |
Click next in the Certificate Import Wizard. select "Place all cer Eﬁ Blog with Windows Live tore" and click Browse.
If this is a Root Certificate select "Trusted Root Certification Aj = Fmail with Windowslive  bediate CA Certificate B
select "Intermediate Certification Authorities” and click ok. Clig % Translate with Bing

ol e

All Accelerators L

After reading the above instructions, click on Download Class 3 Rq A G Faoritess
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Then, using the same instructions, click on Download Root CA 2 C

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA
Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA 2
Certificate.
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3. Save the file to a location where you will be able to find it, such as the Desktop.
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Estimated time left:
Save the file to your local ma)| bownloadto:
Transfer rate:

1. nght click on the saved Close this dialog boxwhen download completes
2. Expand down and click]| ) ) || certificate.
3. At the Certificate windol| Open | [ OpenFolder | [ Cancel
4. Click next in the Certifi¢ g store" and click Browse.
If this is{ cave ps lse%llte CA Certificate A
select "
After reading { File rame:
Then, usi.ng ' Save as type: [PKCS #7 Certificates
Then, using th CA
Certificate.
Then, using the'sa S, ] ; Xterna BT 0T A i ATRoOot CA 2
Certificate.
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4. Locate the saved file named “rel3_dodroot_2048.p7b”
a. Right-click the file and select “Install Certificate” from the popup menu.
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Add to Zip...
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Cut
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5. The Certificate Import Wizard will start.
a. Click the “Next “ button to proceed to the next step.

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Mext.




6. On the “Certificate Store” screen, make sure that “Automatically select the certificate store
based on the type of certificate” is selected. This is the default choice.
a. Click the “Next” button to proceed.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(@):Automatically select the certificate store based on the type of certificate

(" Flace all certificates in the following store

Learn more about certificate stores




7. Onthe “Completing the Certificate Import Wizard”, click the “Finish” button.

Completing the Certificate Import
Wizard

The certificate will be imported after you click Finish.

Y¥ou have specified the following settings:

8]l R GLEREE | Automatically determined by

Content PKCS #7 Certificates
File Name C:\Users) Deskt

< Back |[ Finish




8. You may receive a warning stating that Windows cannot validate that the certificate.
a. Click the “Yes” button to proceed.

Security Warning

": You are abouk to install a certificate From a certification authority (CA)Y claiming to represent:
£ DoD Raot CA 2

Windows cannot validate that the certificate is actually From "DobD Root 8 2", You should confirm its origin by
contacting "Dol Root CA 2°, The following number will assisk wou in this process:

Thumbprink {shall; 8C941654 EALEAGED IAEZECSY CFAS7252 B4CIBSA1
Warning:
If wou inskall this rook certificate, Windows will autormatically trust any certificate issued by this Ca, Instaling a

certificate with an unconfirmed thumbprint is a security risk. If vou click "yes" vou acknowledge this risk,

Do you want ba install this certificate?
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9. You will receive confirmation that the certificates were successfully imported.




10. To verify that the certificates were imported, click the “Tools” menu option.

a. Click “Internet Options” from the popup menu.
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Instructions for downloading the certificate for the Root Certificate Authority (C

Save the file to your local machine. ' Developer Tools F12

1. Right click on the saved file and select Open. SHgggset Shes

2. Expand down and click on Certificates. For each certificate listed double click on,_@ Internet Options

3. At the Certificate window click the Install Certificate button.

4. Click next in the Certificate Import Wizard, select "Place all certificates in the following store" and click Browse.
If this is a Root Certificate select "Trusted Root Certification Authorities” or if it is a Intermediate CA Certificate B
select "Intermediate Certification Authorities" and click ok. Click next and click finish.

After reading the above instructions, click on Download Class 3 Root CA Certificate.

Then, using the same instructions, click on Download Root CA 2 Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA
Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA 2
Certificate.
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11.In the “Internet Options” control panel, click the tab labeled “Content”.
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Internet Options il
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General

Security | Privacy | Euntentl Connections | Programs | Ad'.ranced|

Home page
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Browsing history
g | ) Delete temporary files, history, cookies, saved passwords,

To create home page tabs, type each address on its own line.

s dwnanw . af.mil/ Py
| Use current || Use default || Use blank

and web form information.

D Delete browsing history on exit

Delete... || Settings |
Search
p Change search defaults. | Settings |
Tabs
| | Change how webpages are displayed in | Settings |
__‘ tabs.
Appearance
[ cors ] [_ongmges | [ roms ] [ acssbiey |

Some settings are managed by your system administrator.

oK | Cancel || Apply




12.0n the “Content” tab of the “Internet Options” control panel, click the “Publishers” button

under “Certificates”.

| General | Security | Privacy | Content | Connections | Programs | Aduanmd|

| Internet Options . M

Content Advisor

O Ratings help you control the Internet content that can be
viewed on this computer.

\'?Enahie... | drp! Settings |

Certificates

Use certificates for encrypted connections and identification.

| Clear S5L state | | Certificates | | Publishers |
AutoComplete
=. AutoComplete stores previous entries | Settings |
?i on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide | Settings |
updated content from websites that
can be read in Internet Explorer and
other programs.

Las
il

@ Some settings are managed by your system administrator.

OK || Cancel H Apply




13.In the “Certificates” control panel, click the “Trusted Root Certification Authorities” tab if it is
not already active.
a. Scroll down and verify that “DoD Root CA 2” is listed, then click the “Close” button.
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Trusted Root Certification Authorities | Trusted Publishers | Untrusted puhtgghgr5| ii!_l*:
Issued To Issued By Expirati... Friendly Name A
Ll AF Medium Assurance ...  AF Medium Assur...  2/21/20... <None= =i

[l Class 3 Public Primary ...  Class 3 Public Pri...  8/1/2028 VeriSign Clas... ‘E
[l Class 3 Public Primary ...  Class 3 Public Pri...  1/7/2004  VeriSign Clas... o

5 Copyright (c) 1997 Micr... Copyright (c) 1997... 12/30/1... Microsoft Tim...

[Z/DoD CLASS 3 Root CA Dol CLASS 3 Root... 5/14/20... <HNone>=

[5;1DoD CLASS 3 Root CA Dol CLASS 3 Root... 5/14/20... <=Mone=

5/ DoD PKI Med Root CA DoD PKI Med Root... 8/7/2008 <MNone=

5/ DoD Root CA 2 DoD Root CA 2 12/5/20... =MNone:

[/DoD Root CA 2 Dol Root CA 2 12/5/20... <None>

[ZIFCA Ronot CA FCA Root CA 61420 =MNone= il
Import... Export... Eemove Advanced

Certificate intended purposes
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Learn more about certificates Close

14. Attempt to reach the site in question and see if you are now able to access it.



